
446

32 CFR Ch. XX (7–1–99 Edition) § 2001.40

(C) Controls to prevent unauthorized
access to classified information are ef-
fective;

(D) Contingency plans are in place
for safeguarding classified information
used in or near hostile areas;

(E) The performance contract or
other system used to rate civilian or
military personnel includes the man-
agement of classified information as a
critical element or item to be evalu-
ated in the rating of: Original classi-
fiers; security managers; classification
management officers; and security spe-
cialists; and other employees signifi-
cantly involved with classified infor-
mation; and

(F) A method is in place for col-
lecting information on the costs associ-
ated with the implementation of the
Order.

Subpart D—Security Education
and Training

§ 2001.40 General [5.6].
(a) Purpose. This subpart sets stand-

ards for agency security education and
training programs. Implementation of
these standards should:

(1) Ensure that all executive branch
employees who create, process or han-
dle classified information have a satis-
factory knowledge and understanding
about classification, safeguarding, and
declassification policies and proce-
dures;

(2) Increase uniformity in the con-
duct of agency security education and
training programs; and

(3) Reduce improper classification,
safeguarding and declassification prac-
tices.

(b) Applicability. These standards are
binding on all executive branch depart-
ments and agencies that create or han-
dle classified information. Pursuant to
Executive Order 12829, the NISPOM
prescribes the security requirements,
restrictions, and safeguards applicable
to industry, including the conduct of
contractor security education and
training. The standards established in
the NISPOM should be consistent with
the standards prescribed in Executive
Order 12958 and of this part.

(c) Responsibility. The senior agency
official is responsible for the agency’s
security education and training pro-

gram. The senior agency official shall
designate agency personnel to assist in
carrying out this responsibility.

(d) Approach. Security education and
training should be tailored to meet the
specific needs of the agency’s security
program, and the specific roles employ-
ees are expected to play in that pro-
gram. The agency official(s) respon-
sible for the program shall determine
the means and methods for providing
security education and training. Train-
ing methods may include briefings,
interactive videos, dissemination of in-
structional materials, and other media
and methods. Agencies shall maintain
records about the programs it has of-
fered and employee participation in
them.

(e) Frequency. The frequency of agen-
cy security education and training will
vary in accordance with the needs of
the agency’s security classification
program. Each agency shall provide
some form of refresher security edu-
cation and training at least annually.

§ 2001.41 Coverage [5.6(c)(3)].

(a) General. Each department or agen-
cy shall establish and maintain a for-
mal security education and training
program which provides for initial and
refresher training, and termination
briefings. This subpart establishes se-
curity education and training stand-
ards for original classifiers, declas-
sification authorities, security man-
agers, classification management offi-
cers, security specialists, and all other
personnel whose duties significantly
involve the creation or handling of
classified information. These standards
are not intended to be all-inclusive.
The official responsible for the security
education and training program may
expand or modify the coverage pro-
vided in this part according to the
agency’s program and policy needs.

(b) Elements of initial coverage. All
cleared agency personnel shall receive
initial training on basic security poli-
cies, principles and practices. Such
training must be provided in conjunc-
tion with the granting of a security
clearance, and prior to granting access
to classified information. The fol-
lowing areas should be considered for
inclusion in initial briefings.

VerDate 18<JUN>99 12:05 Jul 24, 1999 Jkt 183122 PO 00000 Frm 00446 Fmt 8010 Sfmt 8010 Y:\SGML\183122T.XXX pfrm01 PsN: 183122T



447

Information Security Oversight Office, NARA § 2001.41

(1) Roles and responsibilities. (i) What
are the responsibilities of the senior
agency official, classification manage-
ment officers, the security manager
and the security specialist?

(ii) What are the responsibilities of
agency employees who create or handle
classified information?

(iii) Who should be contacted in case
of questions or concerns about classi-
fication matters?

(2) Elements of classifying and declas-
sifying information. (i) What is classified
information and why is it important to
protect it?

(ii) What are the levels of classified
information and the damage criteria
associated with each level?

(iii) What are the prescribed classi-
fication markings and why is it impor-
tant to have classified information
fully and properly marked?

(iv) What are the general require-
ments for declassifying information?

(v) What are the procedures for chal-
lenging the classification status of in-
formation?

(3) Elements of safeguarding. (i) What
are the proper procedures for safe-
guarding classified information?

(ii) What constitutes an unauthorized
disclosure and what are the penalties
associated with these disclosures?

(iii) What are the general conditions
and restrictions for access to classified
information?

(iv) What should an individual do
when he or she believes safeguarding
standards may have been violated?

(c) Specialized security education and
training. Original classifiers, author-
ized declassification authorities, indi-
viduals specifically designated as re-
sponsible for derivative classification,
classification management officers, se-
curity managers, security specialists,
and all other personnel whose duties
significantly involve the creation or
handling of classified information
should receive more detailed training.
This training should be provided before
or concurrent with the date the em-
ployee assumes any of the positions
listed above, but in any event no later
than six months from that date. Cov-
erage considerations should include:

(1) Original classifiers. (i) What is the
difference between original and deriva-
tive classification?

(ii) Who can classify information
originally?

(iii) What are the standards that a
designated classifier must meet to
classify information?

(iv) What is the process for deter-
mining duration of classification?

(v) What are the prohibitions and
limitations on classifying information?

(vi) What are the basic markings that
must appear on classified information?

(vii) What are the general standards
and procedures for declassification?

(2) Declassification authorities other
than original classifiers. (i) What are the
standards, methods and procedures for
declassifying information under Execu-
tive Order 12958?

(ii) What are the standards for cre-
ating and using agency declassification
guides?

(iii) What is contained in the agen-
cy’s automatic declassification plan?

(iv) What are the agency responsibil-
ities for the establishment and mainte-
nance of a declassification database?

(3) Individuals specifically designated
as responsible for derivative classification,
security managers, classification manage-
ment officers, security specialists or any
other personnel whose duties significantly
involve the management and oversight of
classified information. (i) What are the
original and derivative classification
processes and the standards applicable
to each?

(ii) What are the proper and complete
classification markings, as described in
subpart B of this part?

(iii) What are the authorities, meth-
ods and processes for downgrading and
declassifying information?

(iv) What are the methods for the
proper use, storage, reproduction,
transmission, dissemination and de-
struction of classified information?

(v) What are the requirements for
creating and updating classification
and declassification guides?

(vi) What are the requirements for
controlling access to classified infor-
mation?

(vii) What are the procedures for in-
vestigating and reporting instances of
security violations, and the penalties
associated with such violations?

(viii) What are the requirements for
creating, maintaining, and terminating
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special access programs, and the mech-
anisms for monitoring such programs?

(ix) What are the procedures for the
secure use, certification and accredita-
tion of automated information systems
and networks which use, process, store,
reproduce, or transmit classified infor-
mation?

(x) What are the requirements for
oversight of the security classification
program, including agency self-inspec-
tions?

(d) Refresher security education and
training. Agencies shall provide re-
fresher training to employees who cre-
ate, process or handle classified infor-
mation. Refresher training should rein-
force the policies, principles and proce-
dures covered in initial and specialized
training. Refresher training should
also address the threat and the tech-
niques employed by foreign intel-
ligence activities attempting to obtain
classified information, and advise per-
sonnel of penalties for engaging in es-
pionage activities. Refresher training
should also address issues or concerns
identified during agency self-inspec-
tions. When other methods are imprac-
tical, agencies may satisfy the require-
ment for refresher training by means of
audiovisual products or written mate-
rials.

(e) Termination briefings. Each agency
shall ensure that each employee grant-
ed access to classified information who
leaves the service of the agency re-
ceives a termination briefing. Also,
each agency employee whose clearance
is withdrawn must receive such a brief-
ing. At a minimum, termination brief-
ings must impress upon each employee:
The continuing responsibility not to
disclose any classified information to
which the employee had access and the
potential penalties for non-compliance;
and the obligation to return to the ap-
propriate agency official all classified
documents and materials in the em-
ployee’s possession.

(f) Other security education and train-
ing. Agencies are encouraged to develop
additional security education and
training according to program and pol-
icy needs. Such security education and
training could include:

(1) Practices applicable to U.S. offi-
cials traveling overseas;

(2) Procedures for protecting classi-
fied information processed and stored
in automated information systems;

(3) Methods for dealing with
uncleared personnel who work in prox-
imity to classified information;

(4) Responsibilities of personnel serv-
ing as couriers of classified informa-
tion; and

(5) Security requirements that gov-
ern participation in international pro-
grams.

Subpart E—Declassification
§ 2001.50 Definition [3.1].

A file series is a body of related
records created or maintained by an
agency, activity, office or individual.
The records may be related by subject,
topic, form, function, or filing scheme.
An agency, activity, office, or indi-
vidual may create or maintain several
different file series, each serving a dif-
ferent function. Examples may include
a subject file, alphabetical name index,
chronological file, or a record set of
agency publications. File series fre-
quently correspond to items on a
NARA-approved agency records sched-
ule. Some very large series may con-
tain several identifiable sub-series, and
it may be appropriate to treat sub-se-
ries as discrete series for the purposes
of the Order.

§ 2001.51 Automatic declassification
[3.4].

(a) General. All departments and
agencies that have original classifica-
tion authority, or previously had origi-
nal classification authority, and main-
tain records appraised as having per-
manent historical value that contain
information classified by that agency
shall comply with the automatic de-
classification provisions of the Order.
All agencies with original classifica-
tion authority shall cooperate with
NARA in carrying out an automatic
declassification program involving
accessioned Federal records, presi-
dential papers and records, and donated
historical materials under the control
of the Archivist of the United States.
The Archivist will not declassify infor-
mation created by another agency
without the prior consent of that agen-
cy.
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